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Point of View

Will SIEM survive?
By Patti Titus, CISO at Markel Corporation

What is the future of the SIEM with next-generation 

capabilities? I predict that it’s not long for our security tool 

kit. SIEM has long been difficult to deploy and manage, and 

increasingly more costly than the value it brings to security 

operations teams. Many organizations have been forced to acquire SIEM technology by 

people who are wed to the dying security architectures or hide behind “best practices.”

Gartner predicted that global cyber security spending would reach nearly $100B in 2018 

and VC funding for cyber security-related investments topped nearly $8B in 2017. These 

investments are funding our future, bringing new, next-generation security operations 

with real-time threat hunting that will render the SIEM obsolete. And SIEM has become 

an expensive log collector, rife with false positives that cost your organizations hundreds 

of thousands of dollars. Next-generation Security Operations Services is the next wave, 

and we need to get on board before we’re underwater.

TRN Insights
 

Data for CISOs by CISOs
TRN Insights’ data is collected via live interviews with 50 

Fortune 500 CSOs/CISOs. Pam Brodt, CEO & Founder of TRN, 
personally conducts the interviews and derives the questions 

from the Network. So it is indeed, data for CISOs by CISOs.
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CISO’s Top Priorities: 2018 & 2019 Compared
2018

1. Third-party risk management

2. Fundamentals and cybersecurity hygiene

3. Revamp and/or enhance IDAM

4. Safe migration to the cloud

5. Insider Threat

6. Proactive vs. reactive threat management - vendor risk mgmt, pen testing, self-assessments, 
red team, segmentation, executive table tops

7. Automation - smarter patching, repetitive tasks, breach response, data aggregation

8. Regulatory compliance, particularly GDPR

9. Scorecard or dashboard of key metrics for monitoring and communicating progress - 
operational, managerial, executive/Board

10. Fully leverage current tools and cleanse duplicate and legacy tools - reduce complexity and 
number of vendors managed

2019
1. Safe migration to the cloud

2. Revamp and/or enhance IDAM

3. Risk-based decision making and controls; leverage ML, AI, UEBA

4. Evolve threat intelligence capability

5. Improve IR

6. Data protection and DLP

7. Application security including maturing DevSecOps

8. Privacy and privacy legislation

9. Insider Threat

10. Micro-segmentation
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Strategies for Hiring, Retaining and                     
Developing Your Team
Talent acquisition and retention challenges plague all industries. Cyber is not exempt, 
and to hear CISOs talk, finding and retaining talent in security is one of their most serious 
problems. Beyond the minimum requirements of competitive compensation and a good work 
environment, CISOs must be highly creative when it comes to hiring and keeping employees. 
On average, CISOs dedicate 25% of their time to staffing to ensure the success of their program. 
Below are tactics and strategies that CISOs told us have been effective in their organizations.

Where to Look for Talent
 • People who have worked for you in the past - recruit them or ask for referrals

 • Internal staff who want to make a shift and learn security

 • SANS Institute has programs (https://www.sans.org/cybertalent/seekers) that focus on women, 
veterans, and minorities

 • Year Up (https://www.yearup.org/) provides access to qualified, young candidates from lower socio-
economic backgrounds

 • Social networks, like LinkedIn - post open positions and ask employees to share with their networks

 • Meetups

 • Attendees of hacker conferences

By far, the most popular strategy is “hire young and train them”...

 • Develop programs for new graduates and internships that provide training, hands-on opportunities 
and expose them to your organization and the security team

 • Establish relationships with universities and colleges

 • Hire software engineers and teach them security

How to Keep Employees
 • Give your staff opportunities to work on things that are interesting, challenging and meaningful

 • Be a good leader that people can learn from and who they respect

 • Take the time to give thoughtful and actionable feedback

 • Empower employees

 • Eliminate toxic employees without delay

 • Ensure that employees have a clear career path and feed their careers
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Ways to Develop Talent
 • Identify employees who have technical skills and formally train them

 • Move people around so that they can try new things, and so you can identify areas of aptitude and 
interest

 • Rotate people into security roles that provide an opportunity to see if it’s a long-term fit

 • Allocate budget for conferences and off-site training to expand and fine-tune skills

 • Establish performance objectives for career advancement

 • Create leadership programs to groom top talent

 • Ensure your managers act as role models

 • Promote people from within the organization

Security Bumps in the Cloud Journey
Our CISOs were pretty consistent when they talked about the security challenges they face 

in their organizations’ cloud journey.  Most challenges revolved around three core issues – a 
misperception that cloud providers meet security requirements, gaps between what’s available 
for on-prem and for cloud (both tools and process), and a lack of cloud security expertise on 
their team.

Cloud Providers’ Security Limitations
 • Executives and business units believe that cloud providers have a secure environment when they do 
not provide the necessary levels of security

 • Cloud providers are not where they need to be in terms of providing logging and analytics

 • No single standard exists for cloud assessments, governance or strategy across providers

 • Cloud platforms lack the maturity of on-prem

Gaps between On-Prem and Cloud Security
 • It is difficult to maintain the same level of security rigor in the cloud as on-prem  – specifically, the 
same level of controls and automation  

 • On-prem tools do not play well, and often don’t work, for cloud – in many cases, two sets of tools           
are required

 • The need to establish a consistent, layered security approach in the cloud, similar or the same as on-
prem, is far from turnkey

 • Hygiene issues addressed on-prem persist in the cloud – IAM, monitoring,  change management and 
configuration management
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Lack of Cloud Security Expertise
According to CISOs, on-prem security skills just don’t port to cloud.  Because of this, nearly all 
CISOs report a need for more staff with cloud expertise, specifically cloud security architects, but 
have difficulty recruiting.  Many find that they’re retraining an existing team that is learning as 
they go.

Security Solutions You Need to Know About
TRN filters through 1000s of security vendors, on behalf of the 50 F-500 CISOs in the Network, 
to identify game-changers - the ones worthy of your valuable time. We invite you to review 
this curated list at TRN’s website (link below). When you identify a vendor(s) of interest, Pam 
will personally connect you for a private and prompt introduction to the vendors’ executive 
leadership.

TRN Vendor List (https://www.theroundtablenetwork.com/vendors-1/)

You will need this password to access our Vendor List.

Password: trn.ciso

Learn About The Roundtable Network


